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A data processing system includes one or more processors
that each execute one or more operating systems that include
one or more applications; an accelerator that provides a
shared resource for a plurality of the applications; a storage
area accessible by the processors and the accelerator; and
one or more input/output interfaces for control of, or the
submission of tasks to, the accelerator. To initialize one of
the input/output interfaces, one of the one or more proces-
sors is capable of sending a first signal to the accelerator; the
accelerator is capable of writing one or more selected pieces
of information representative of one or more capabilities of
the accelerator to the storage area and sending a second
signal to the processor; the processor is capable of reading
the one or more selected pieces of information from the
storage area; and the accelerator is capable of configuring
the input/output interface.
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1
DATA PROCESSING SYSTEMS

BACKGROUND

The technology described herein relates to data process-
ing systems in which an accelerator, such as a graphics
processing unit (GPU), a video accelerator or a digital signal
processor, etc., acts as a common shared resource for a
plurality of applications (such as games, productivity appli-
cations, browsers, etc.) and in particular to a method and
system for initialising such a data processing system.

Known virtualised data processing systems which use an
accelerator as a common shared resource for a number of
applications, e.g. running on different virtual machines (op-
erating systems), operate in a number of different ways. In
one such system, involving hardware virtualisation of net-
work interface cards in a server, the virtual machines which
run the operating system for the applications are connected
directly to the network interface, i.e. this connection is static,
and the interface between the virtual machine and the
hardware is partly virtualised in order to communicate with
the accelerator. This arrangement requires a specific device
driver for the type of network interface being used for the
initialisation of, and subsequent communication with, the
interface.

In another such system a graphics accelerator may be
partly virtualised by using a specific graphics driver that
captures the commands from one virtual machine (operating
system) to the graphics acceleration application program-
ming interface (API), e.g. using DirectX or OpenGL, and
then forwards them to a different virtual machine which has
access to the graphics accelerator such that the commands
can be executed. Clearly there is a large drawback in this
arrangement because of the transfer of commands between
the two operating systems (virtual machines), which is a
complex arrangement and comes at a large processing cost.

In a third such system, a graphics accelerator is split into
a fixed number of partitions, with each partition being
assigned directly to a virtual machine, i.e. there a static
connection as with the first example. An example of such a
product is NVIDIA GRID.

The static connection between virtual machines and their
interfaces to the accelerator, and the need to use specific
drivers, in these known systems, means that existing virtu-
alised systems are not very flexible, for example in terms of
being able to dynamically manage the virtual machine
connections to the accelerator.

BRIEF DESCRIPTION OF THE DRAWINGS

A number of embodiments of the technology described
herein will now be described, by way of example only, and
with reference to the accompanying drawings, in which:

FIG. 1 shows schematically an embodiment of a data
processing system in which an accelerator acts as a shared
resource for a plurality of applications;

FIG. 2 shows overall operation of an embodiment of a
data processing system;

FIG. 3 shows operation of an embodiment of the initiali-
sation of a hypervisor interface;

FIG. 4 shows a signalling diagram associated with FI1G. 3;

FIG. 5 shows operation of an embodiment of the initiali-
sation of a virtual machine interface.

DETAILED DESCRIPTION

One embodiment of the technology described herein
comprises a method of initialising an input/output interface
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for the control of, or the submission of tasks to, an accel-
erator that acts as a shared resource in a data processing
system, wherein the data processing system comprises:

one or more processors that each execute one or more
operating systems, each operating system including one or
more applications;

an accelerator that provides a shared resource for a
plurality of the applications;

a storage area accessible by at least the one or more
processors and the accelerator; and

one or more input/output interfaces for the control of, or
the submission of tasks to, the accelerator;

the method comprising, to initialise one of the input/
output interfaces:

one of the one or more processors sending a first signal to
the accelerator;

the accelerator, in response to receiving the first signal,
writing one or more selected pieces of information repre-
sentative of one or more capabilities of the accelerator to the
storage area, and sending a second signal to the processor;

the processor, in response to receiving the second signal,
reading the one or more selected pieces of information from
the storage area;

the processor sending a third signal to the accelerator; and

the accelerator configuring the input/output interface in
response to the third signal from the processor.

Another embodiment of the technology described herein
comprises a data processing system comprising:

one or more processors that each execute one or more
operating systems, each operating system including one or
more applications;

an accelerator that provides a shared resource for a
plurality of the applications;

a storage area accessible by at least the one or more
processors and the accelerator; and

one or more input/output interfaces for the control of, or
the submission of tasks to, the accelerator;

wherein at least one of the one or more processors is
arranged, to initialise one of the input/output interfaces, to
send a first signal to the accelerator;

the accelerator is arranged to, in response to receiving the
first signal, write one or more selected pieces of information
representative of one or more capabilities of the accelerator
to the storage area, and send a second signal to the processor;

the processor is arranged to, in response to the second
signal, read the one or more selected pieces of information
from the storage area, and send a third signal to the accel-
erator; and

the accelerator is arranged to, in response to the third
signal from the processor, configure the input/output inter-
face.

The technology described herein relates to a process and
system for initialising input/output interfaces to be used for
the control of, and for the submission of tasks to, a shared
accelerator in a data processing system that has an accel-
erator and one or more processors.

When an input/output interface for the accelerator is to be
initialised, the accelerator and the processor which is
requesting to initialise the interface exchange initialisation
signals, i.e. perform a handshaking procedure. A first signal
from the processor to the accelerator starts the initialisation
process, i.e. this is effectively the initialisation request from
the processor, and then the accelerator returns a second
signal to the processor. Further signals may be exchanged
between the processor and the accelerator, as will be dis-
cussed below.
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The accelerator, in response to receiving the first signal
from the processor, writes out information regarding its
capabilities to a storage area that can be accessed by both the
accelerator and the processor. This makes the capability
information of the accelerator readily available to be read by
the processor, and subsequently by further components, e.g.
others of the one or more processors or the one or more
operating systems, when they require this information. Gen-
erally, the accelerator and the one or more processors will
have permission to write to and read from the storage area.

The processor, in response to receiving the second signal
from the accelerator, reads the accelerator’s capability infor-
mation from the storage area, and then sends a third signal
to the accelerator. This is the signal for the accelerator to
configure the input/output interface.

Thus the technology described herein comprises an ini-
tialisation protocol that involves the exchange of defined
signals between the accelerator and the processor, and the
provision of certain information to a shared storage area.
This allows the initialisation process to be used for multiple
different types of interfaces, with only the specific details,
e.g. the types of signals and/or the particular pieces of
information, being tailored to the different interfaces being
initialised, as will be discussed in more detail below.

The initialisation process of the technology described
herein also allows the initialisation of different types of
interfaces, e.g. a hypervisor interface, a power management
interface and virtual machine interfaces, to be independent
and thus to be carried out separately, with only the infor-
mation required by each being exchanged, but while still
using a common initialisation protocol. The initialisation
process also allows the hypervisor to be able to run generic
software, i.e. it does not require a specific driver to com-
municate with the accelerator, as it does not need to have
specific knowledge of the accelerator, further than the capa-
bility information which has already been provided to the
storage area by the accelerator during initialisation. This
isolates the hypervisor from the details of the accelerator
operation and facilitates dynamic management of the input/
output interfaces which submit tasks to the accelerator, as
will be discussed below.

The accelerator may be any suitable accelerator (execu-
tion/functional unit) that can provide a common resource to
an application. It could, for example, comprise a graphics
processing unit (GPU), an encryption accelerator, a video
accelerator, a network (processing) interface, a digital signal
processor (DSP), audio hardware, etc. The accelerator can
essentially comprise any component that is optimised for a
particular task. In one set of embodiments it comprises a
graphics processing unit. The system may comprise only a
single accelerator, though embodiments are envisaged in
which the system comprises a plurality of accelerators.

The accelerator should, and in an embodiment does,
comprise at least an execution unit (a functional unit) that is
operable to perform tasks for applications. In an embodi-
ment it also includes a task scheduler. In an embodiment, the
accelerator also includes the input/output interfaces for the
submission of tasks to the accelerator. Thus, in an embodi-
ment, the accelerator comprises an execution unit, a task
scheduler, and the input/output interfaces. Other arrange-
ments would, of course, be possible.

In an embodiment there are one or more of the input/
output interfaces that are used for the submission of tasks to
the accelerator, and one or more input/output interfaces that
are used for the control of the accelerator. In an embodiment
the one or more of the input/output interfaces that are used
for the submission of tasks to the accelerator comprise one
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or more (and, in an embodiment, a plurality of) virtual
machine input/output interfaces which are used to submit
tasks from the one or more operating systems (virtual
machines) to the accelerator for execution.

Having multiple virtual machine input/output interfaces,
e.g. four or eight, allows multiple operating systems (virtual
machines) to be connected to the accelerator in parallel, thus
allowing them to submit tasks simultaneously. Each oper-
ating system will, in an embodiment, be able to submit
multiple tasks to an input/output interface to which it has
been allocated.

In an embodiment the one or more of the input/output
interfaces that are used for the control of the accelerator
comprise one or more hypervisor input/output interfaces.
Thus, in an embodiment, the data processing system com-
prises a hypervisor and at least one hypervisor input/output
interface (although in an embodiment the data processing
system comprises only a single hypervisor interface) which
is used by the hypervisor to control the accelerator, e.g. to
manage the allocation of the virtual machine interfaces to
virtual machines.

In an embodiment hypervisor interface is in a fixed
location, using a predefined data structure. This enables the
hypervisor interface to know where the accelerator is in the
memory map.

In an embodiment the system also comprises at least one
power management input/output interface (although in an
embodiment the data processing system comprises only a
single power management interface) which is used to control
the power consumption of the accelerator, e.g. through
dynamic voltage and frequency scaling (DVFES).

Having a plurality of separate interfaces, each dedicated
to a particular task, allows the system to separate different
management tasks into these different interfaces, where the
tasks can be managed separately and with direct access to
the accelerator.

Thus it will be appreciated that in certain embodiments,
the method and the system of the technology described
herein allows multiple virtual machines in the system to be
communicating directly with the accelerator, i.e. allowing
the applications to access the accelerator’s resources
directly, with minimal intervention from the hypervisor.
Furthermore, more virtual machines can have access to the
accelerator than there are hardware resources, i.e. the num-
ber of virtual machines can be greater than the number of
virtual machine input/output interfaces.

The simple initialisation protocol of the technology
described herein, e.g. compared with the specific nature of
interface initialisation in the prior art, which is common to
each interface being initialised, and coupled with the fact
that any virtual machine input/output interface can accept
any virtual machine to connect thereto, reduces the burden
of initialising an interface. This then allows dynamic man-
agement of the virtual machines and their connections via
the input/output interfaces with the accelerator, because
virtual machines can easily be swapped in and out of
connection with the accelerator via the input/output inter-
faces owing to the ease of initialising a new interface.

Furthermore, migrating of virtual machines to other of the
one or more processors and also to different accelerators is
possible owing to the common initialisation protocol (as the
common nature of the initialisation can thus be accepted by
different accelerators), and straightforward owing to the
simplicity of the initialisation protocol. Thus the virtualisa-
tion of the control plane can be operated in a very flexible
manner, with separate control paths to the accelerator (and,
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in an embodiment, that are independent of the hypervisor
and thus connect directly to the accelerator) for each virtual
machine.

Each of the different types of input/output interfaces
needs to be initialised before the respective input/output
interface can be used for its primary purpose. The different
types of input/output interfaces could be initialised at dif-
ferent stages, e.g. on start-up or power-up, or triggered by a
particular state of the system, e.g. by the exchanged signals
as will be discussed in more detail below. Depending on the
type of the input/output interface, some interfaces may need
to be initialised at multiple stages during operation of the
system, while some may only need to be initialised once, e.g.
on start-up.

In order to determine which of the input/output interfaces
is to be initialised, in an embodiment the processor request-
ing the initialisation writes a set of initialisation parameters
to the storage area, as will be described in more detail below.

The input/output interface(s) for the control of the accel-
erator (the hypervisor interface(s)) will generally be required
to be (and, in an embodiment, are) initialised each time the
system is powered on, e.g. on start-up or after a re-boot. A
re-boot of the accelerator may happen as part of normal
operation of the system, for example the accelerator may be
powered down in a period when it is not being used and then
re-booted when its resources are needed again. The initiali-
sation of the hypervisor interface will generally follow the
initialisation or re-boot of the accelerator (the details of
which are generally known in the art and so will not be
discussed further).

The initialisation of the accelerator may be the trigger for
the initialisation of the hypervisor interface to start, e.g. after
successful completion of the accelerator initialisation, so
that the hypervisor interface can verify the capabilities of the
accelerator during its initialisation, e.g. through the writing
out of one or more selected pieces of the accelerator’s
capability information to the shared storage.

However, in an embodiment the initialisation of the
hypervisor input/output interface is started by one of the one
or more processors sending a signal to the accelerator using
the process of the technology described herein.

In the set of embodiments in which the system comprises
multiple input/output interfaces of the same type (e.g. virtual
machine interfaces), these input/output interfaces need not
be initialised all at the same time, e.g. they could just be
initialised before they are required to be used. Such an
example includes an input/output virtual machine interface
which, in an embodiment, is initialised when a virtual
machine has one or more tasks to submit to the accelerator
for execution.

In addition, some types of input/output interfaces may
need to wait for the initialisation of other types of input/
output interfaces to be completed before they are initialised.
For example, the initialisation of the task-submission input/
output virtual machine interface(s) will generally require the
initialisation of the input/output hypervisor interface(s) first,
i.e. once the hypervisor interface has been initialised, in an
embodiment the hypervisor interface then supports a set of
simple commands for controlling the binding of the virtual
machine interfaces to the virtual machines, following which
the virtual machines can then independently initialise the
task-submission (virtual machine) interfaces, e.g. without
further involvement from the hypervisor.

However, in contrast to the initialisation of the hypervisor
interface which is generally performed each time the system
is powered up, this is not always necessary for the initiali-
sation of the virtual machine interfaces which do not need to
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have knowledge of the power state of the system. Thus for
example, when a number of input/output virtual machine
interfaces have been initialised and the system is powered
down and subsequently powered back up, the input/output
hypervisor interface will generally need to be initialised
again, but each of the input/output virtual machine interfaces
that have already been initialised may not need to be
re-initialised when the state of the input/output virtual
machine interfaces has been saved before the system is
powered down (and in an embodiment this is done) and can
be restored after power up. There may, however, be
instances in which the input/output virtual machine inter-
faces are closed down (without saving) before the accelera-
tor is powered down and in that case they then need to be
re-initialised when the accelerator is powered back up.

To facilitate the exchange of signals between the accel-
erator and the one or more processors, in an embodiment the
system comprises a signalling mechanism that allows the
accelerator and the one or more processors to communicate
with each other. In an embodiment, the accelerator and the
one or more processors are arranged to know how to respond
to a signal sent by the other component. Thus the signals are
used by the one or more processors and the accelerator to
exchange messages therebetween, e.g. as a command or to
indicate a state of the system or a particular component.

In an embodiment there is a defined set of signals sent to
indicate to the other component that a certain event has
occurred and/or that a certain task needs performing, e.g.
that there is information to be read in the storage area or that
the information should written out to the storage area, or that
configuration of an input/output interface is desired. The
signals could also be sent as a result of the selected pieces
of information being written out to the storage area. This
could simply be in response to the selected pieces of
information being written out, or one or more signals could
be exchanged to indicate that the selected pieces of infor-
mation are valid, e.g. it has been successfully written out, or
to indicate that the selected pieces of information have a
particular value, e.g. indicative of a particular state of the
system or that the initialisation process, or a part thereof, has
been completed successfully or otherwise.

The signalling mechanism can be implemented in any
desired and suitable fashion. In an embodiment the system
comprises one or more registers, e.g. doorbell registers, for
the exchange of signals between the accelerator and the one
or more processors. In an embodiment, for each signal sent,
the register is arranged to allow one way communication
between the accelerator and the one or more processors, or
vice versa. This could be achieved by using one set of bits
in the register for sending signals from the accelerator to the
one or more processors and using another set of bits in the
register for sending signals from the one or more processors
to the accelerator.

In a set of embodiments the accelerator and the one or
more processors are arranged to send a number of different
signals therebetween during the initialisation process and the
sending of each of these different signals therefore consti-
tutes a separate “event”. In an embodiment these different
signals are sent at different stages of the initialisation process
and indicate different messages or commands, e.g. to indi-
cate the state of a certain component and/or step in the
initialisation process (e.g. the success or failure thereof),
and/or that a certain command is being sent and therefore a
certain task needs performing, with the accelerator and the
one or more processors being arranged to know how to
respond to each different signal they receive. Alternatively
or additionally, following failure of a particular step in the
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initialisation process, e.g. configuration of the input/output
interface, in an embodiment the initialisation process reverts
back to a previous step, e.g. the accelerator writing one or
more selected pieces of information representative of one or
more capabilities of the accelerator to the storage area, and
sending a second signal to the processor.

Sending different signals depending on the outcome of
different stages of the initialisation process can help to
indicate an error in the process and therefore a subsequent
action which needs to be taken. The different signals
exchanged may also indicate that the system needs to restart,
suspend or abort the initialisation process, or jump back to
a particular stage or step in the initialisation process. For
example, when the initialisation of the input/output interface
fails then it may not be necessary to restart the initialisation
process from the beginning, it may be possible to go back to
an intermediate step in the process.

The different signals can be distinguished as desired.
When the signalling mechanism comprises a register, in an
embodiment each bit (or set of bits) is used to “store”
(indicate) a separate signal, i.e. different signals occupy
different bits in the register. In order to send a signal the
relevant bit in the register is “set”, e.g. to 1. Alternatively a
set of bits could be used to store different signal “values”
(i.e. different values could be used to indicate different
signals). In an embodiment once a signal has been received
by a component, that component clears the signal, i.e.
reverts it back to 0 in the register.

In an embodiment an “interrupt” or other event is also sent
to the receiving component to indicate that a “signal” has
been sent (e.g. set in the register).

Different signals may be used in a number of different
circumstances, e.g. to send more than one message or
command, with the same signal being used more than once
during the initialisation process but, in an embodiment, at
least some of the different signals are unique, i.e. reserved
solely for a particular message or command so that they are
separate and distinct from other signals that may be occur-
ring in the system (at that time and/or otherwise).

These unique signals are easily provided, in the set of
embodiments comprising a register, by each bit in the
register being used to send a separate signal, i.e. each bit (or
set of bits) is unique to a particular signal. The position of
the bit in the register thus indicates the type of signal being
sent, with the bit being set, e.g. to 1, when a signal is to be
sent or left, e.g. as 0, when a signal has not been sent. This
gives the benefit of only having to implement single bit
signals.

In an embodiment the first and second signals, i.e. those
sent to request and acknowledge the start of the initialisa-
tion, are reserved signals. This is particularly important as it
enables any previous initialisation of the input/output inter-
face in question which is currently running to be overridden
and the initialisation restarted.

The Applicant has appreciated that this is important as it
allows the processor to request the initialisation of an
input/output interface at any time without conflicting with
other requested operations. It also uniquely identifies these
signals as being for the initialisation of an input/output
interface. The priority of these signals could be indicated
simply by their position in the register or their value, i.e. the
receiving component (the accelerator or the one or more
processors) knows which are the reserved signals. Alterna-
tively a further priority flag could be set to accompany the
signal which indicates the priority of the signal being sent.
For example, the signal to request initialisation of an input/
output interface (the first signal) may have the highest
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priority, e.g. by occupying bit O of the register (which is set
when initialisation is requested), having a value of 0 or being
accompanied by a priority flag of the highest order.

All these features of the exchanged signals help to ensure
that the initialisation protocol is robust and thus an input/
output interface is able to be initialised at any time, regard-
less of the state of the system. This handshaking procedure
gives, in at least some embodiments, a failsafe mechanism
for communication between the accelerator and the one or
more processors, particularly when signals “reserved” for
this purpose are used.

As also outlined in the main embodiments of the tech-
nology described herein, the system comprises a storage
area, accessible by at least the accelerator and the one or
more processors, to which information can be written out so
that it can be accessed by another component. The storage
area could at least in part be implemented by internal RAM.

In an embodiment the storage area, during the initialisa-
tion process, is used to store information (data) for use
during the initialisation process, e.g. the accelerator’s capa-
bility information and the initialisation parameters, in a fixed
data structure. In an embodiment prior to storing this infor-
mation, the content of the storage area is undefined, i.e. it
contains no stable data that is safe to read.

After initialisation, in an embodiment, the storage area is
configured as comprising one or more circular memory
buffers for the storage of information, e.g. associated with
the control of the accelerator or the submission of tasks to
the accelerator. Thus the use and format of the storage area
changes as the initialisation process progresses, in an
embodiment with read and write indices being valid once the
storage area has been configured as one or more circular
memory buffers. In an embodiment the step of configuring
the input/output interface comprises forming a circular
memory buffer in the storage area for use by the component
to which the input/output interface is allocated, e.g. the
hypervisor or one of the virtual machines. Thus, in an
embodiment, the hypervisor and each of the operating
systems (virtual machines) to which an input/output inter-
face has been allocated is allocated a region of the storage
area in the form of one or more circular memory buffers.

As described above, in an embodiment the system com-
prises a register for the exchange of signals and a storage
area for the storage of information that is used for the
initialisation protocol (operation).

The data processing system may comprise a separate
register for the exchange of signals together with a storage
area for the storage of information for the purposes of the
initialisation operation of the technology described herein.

However, in an embodiment the initialisation signalling,
etc., is carried out over an input/output interface of the
accelerator and, in an embodiment, over (using) the input/
output interface that is to be initialised.

Thus, in an embodiment, the exchange of signals, etc.,
will be sent via the hypervisor interface to initialise that
interface, and then, subsequently, the initialisation signals,
etc., will be exchanged via the virtual machine interface in
question when it is desired to (and to) initialise a virtual
machine interface, etc.

Thus, in an embodiment, each input/output interface
comprises one or more registers and a storage area, which
after initialisation comprises a circular memory buffer (or
buffers). In this arrangement, in an embodiment the circular
memory buffers are used to store information (data) for tasks
for the accelerator, during normal operation of the system,
i.e. after initialisation, and the registers are used to indicate
that data has been added to, or removed from, the circular
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memory buffers. In an embodiment the bits in the register
reserved for the unique signals for the initialisation are not
reused during normal operation, i.e. to allow for re-initiali-
sation of the interface, e.g. when it is desired for the
input/output interface to be allocated to a different virtual
machine.

In one set of embodiments the input/output interfaces for
the submission of tasks to the accelerator are accessible
directly, e.g. by the virtual machines (i.e. in an embodiment
the communication between the virtual machines and the
virtual machine interfaces is independent of the hypervisor).

In an embodiment he input/output interfaces have asso-
ciated memory addresses (address space), and in this case,
each separate input/output interface is, in an embodiment,
associated with (occupies) a different MMU (memory man-
agement unit) translation page of the system (and in an
embodiment occupies an integer multiple of a full MMU
translation page (page of address space)), as that will then
facilitate the MMU page tables being used to control access
to the input/output interfaces. Where the data processing
system comprises a separate register for exchanging signals,
e.g. a doorbell register, in an embodiment separate MMU
pages are used for the storage area and for the register, and
in an embodiment a separate MMU page is associated with
each register and with each storage area of the one or more
input/output interfaces.

Each input/output interface for the submission of tasks
(e.g. virtual machine interfaces) can accept at least one task
for the accelerator. There may only be one input/output
interface for the submission of tasks, but in an embodiment
there is a plurality of such input/output interfaces (e.g. 4 or
8), as discussed above. Where there are plural input/output
interfaces, then in an embodiment the system further com-
prises an accelerator task scheduler that can arbitrate
between tasks allocated to the task submission input/output
interfaces and cause the accelerator to execute tasks that are
allocated to these input/output interfaces. It would also be
possible to execute tasks from several input/output inter-
faces in parallel if desired (and the accelerator has that
capability). Where there are plural task submission input/
output interfaces, then in an embodiment different applica-
tions (and different applications from different virtual
machines, where present) can concurrently access the sepa-
rate input/output interfaces.

The task or tasks to be performed by the accelerator can
be any desired and suitable tasks (e.g. depending on the
nature of the accelerator), such as, and in an embodiment, a
compute job. In an embodiment it is one of: drawing an
object on a screen, composing multiple graphic layers into
a display frame, filtering an image to reduce noise, process-
ing data (e.g. encrypting it, wrapping it with applicable
protocol layers) and, e.g., transmitting it over a network,
spell checking a text against a dictionary, evaluating a time
increment in a physics model, etc.

It is believed that the technology described herein will,
inter alia, be suitable for the low latency synchronous
dispatch of small compute jobs (and so in an embodiment,
the task or tasks is or are small compute jobs), and for
asynchronous dispatch and other tasks, such as graphics
acceleration.

The applications may be any suitable application, such as
games, camera applications, image processing applications,
browsers, web servers, productivity applications (word pro-
cessors, spread sheets etc.), etc.

The plural applications that are using the accelerator as a
common shared resource may comprise, for example, mul-
tiple applications within a single operating system, applica-
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tions distributed across multiple virtual machines (operating
systems) hosted on a single (physical) processor, applica-
tions operating on multiple physical (host) processors
(whether as virtual machines or not), or any combination of
this. Thus, the data processing system may comprise, for
example, multiple applications operating under a single
operating system, multiple virtual machines operating on a
single physical host processor, or multiple host physical
processors (each then, e.g., hosting one or more virtual
machines), or any combination thereof. Furthermore, a vir-
tual machine (operating system) may be run across multiple
physical processors, and similarly a physical processor may
be time-shared between multiple virtual machines, as
described above.

Thus the accelerator, e.g. graphic processing unit, may be
a common resource shared between plural processes in an
individual virtual machine or physical processor, or shared
between plural virtual machines and/or physical processors,
etc.

In one set of embodiments, in addition to the initialisation
process comprising the minimum steps of exchanging sig-
nals between the processor and the accelerator, the accel-
erator writing out capability information to the storage area,
the processor reading this information and the accelerator
configuring the input/output interface, the initialisation com-
prises one or more further steps.

In an embodiment further signals are exchanged between
the processor and the accelerator, e.g. to indicate the success
or failure of various steps or commands in the initialisation
process, and further pieces of information may be written to
the storage area at different steps in the initialisation process.
In an embodiment generally each of the steps in the initiali-
sation process will succeed each other, e.g. depending on the
success of the previous step, i.e. when one step in the
initialisation process is not completed successfully the ini-
tialisation will stop and not continue onto the next stage.
However in one set of embodiments when a step in the
initialisation process fails, the initialisation process jumps
back to a previous step, and thus repeats one or more steps,
including the failed step, until the initialisation is completed
successfully.

When the initialisation comprises multiple steps, in order
to manage the progress of the initialisation process, includ-
ing when it reverts back to a previous step, in an embodi-
ment signals are exchanged at the beginning and end of each
step, with the processor sending a signal to the accelerator
at the start of each step and the accelerator sending a signal
to the processor at the end of each step. Thus for each step
of the initialisation process there is a confirmation that it is
proceeding correctly, making the process robust, and also
aiding quick identification of a problem, i.e. when signals
are exchanged throughout the initialisation process, an error
can be detected soon after it occurs, thus saving time
compared to when only a signal indicating the success or
failure of the complete initialisation was sent right at the
end.

In a set of embodiments, the initialisation process com-
prises the step of placing the input/output interface to be
initialised into an initial safe state. Generally this step will
take place after the processor has sent the first signal to the
accelerator, and before the accelerator writes out its capa-
bility information to the storage area.

In an embodiment the second signal is sent from the
accelerator to the processor after the accelerator has written
out its capability information to the storage area. In an
embodiment he second signal is to confirm that the capa-
bility information is valid, i.e. it has been written to the
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storage area successfully, and, in an embodiment, also to
confirm that the input/output interface has transitioned into
the initial safe state. Therefore in an embodiment the second
signal is only sent when both of these conditions are
satisfied.

In an embodiment the initialisation process also com-
prises the step of the processor writing one or more initiali-
sation parameters to the storage area. In an embodiment
these initialisation parameters are determined by the pro-
cessor requesting the initialisation of the input/output inter-
face, e.g. depending on the input/output interface to be
initialised and/or depending on the capability information,
and then written to the storage area, from where they can be,
and in an embodiment are, read by the accelerator. In an
embodiment the initialisation parameters include the type of
interface to initialise. This step is carried out following the
processor reading the accelerator’s capability information
from the storage area, and also in response to the second
signal being sent from the accelerator to the processor. In an
embodiment the initialisation parameters that are set are
based on the read accelerator capability information. Fol-
lowing this step, the processor sends the accelerator the third
signal, to request that the accelerator configures the input/
output interface, in an embodiment based on the initialisa-
tion parameters.

As indicated above, the step in the initialisation process of
the accelerator configuring the input/output interface being
initialised for the submission of tasks to the accelerator is
carried out in response to the third signal being sent from the
processor to the accelerator and, in an embodiment, uses
initialisation parameters, e.g. which have been read from the
storage area by the accelerator. In an embodiment the
configuration process comprises configuring the storage area
to be used for communication, e.g. the circular memory
buffers and/or other data structure, for the input/output
interface in question.

In an embodiment, following the configuration of the
input/output interface, a fourth signal is sent from the
accelerator to the processor indicating the outcome, e.g. the
success or failure, of the configuration and thus the initiali-
sation. In an embodiment, if the configuration fails, the
initialisation process jumps back to the step of writing out
the accelerator’s capability information to the storage area
(along with sending the fourth signal to indicate the failure
of the configuration), and repeating the steps thereafter until
the initialisation process is completed successfully.

In an embodiment the signals that help to indicate that the
initialisation is progressing correctly are exchanged at each
step of the initialisation process. When an error is detected
the initialisation may be re-started or it may jump back to an
earlier step. Furthermore, a request for initialisation of the
one or more input/output interfaces may be received before
an initialisation which is currently being performed has
finished. In an embodiment, if this happens, the re-start of
the initialisation overrides a previously request to initialise
the one or more input/output interfaces. This helps to ensure
that the system is initialised correctly.

The general initialisation process has a sequence which is
common to all types of the one or more input/output
interfaces. However, particularly with regard to the signals
which are exchanged and the selected pieces of information
which are written out to shared storage, in an embodiment
the different types of interfaces to be initialised comprise
some additional steps or features which are particular to that
type of interface, as will be described below.

The one or more selected pieces of information that are
representative of the capabilities of the accelerator are
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selected in the sense that the type of information, i.e. the
field or variable, which is written out, is chosen from one or
more known fields or variables that the accelerator can
provide which are representative of its capabilities (but the
value of each of the pieces of information may not be known
until it is written out). The particular pieces of information
written out could be selected depending on particular cir-
cumstances, e.g. the information could be written out at
regular intervals and/or as a result of a trigger from other
events or signals in the system. Such an event, for example,
could be when an accelerator is added or about to be
removed from the system, or when one of the operating
systems (or hypervisor) requests to restart one of the input/
output interfaces, e.g. to recover from unexpected software
behaviour. In an embodiment such events are accompanied
by one of the “reserved” signals, i.e. the sending of the first
signal from the processor to the accelerator. Furthermore,
the one or more selected pieces of information could be
selected to differ depending on the type of trigger received
by the accelerator.

In one set of embodiments the fields and/or variables of
the selected pieces of information are determined in advance
and the same set of information is provided each time the
one or more selected pieces of information are written out,
albeit with the current value for each of the fields and/or
variables at the time at which the information is written out.
Thus in this set of embodiments the system is arranged to
write out these one or more selected pieces of information,
and the system knows which pieces of information it is
going to write out, but the value of the various fields or
variables may not be known until they are written out, e.g.
because they may vary with time depending on the state of
the accelerator.

The one or more selected pieces of information which are
written to the shared storage area, could be representative of
a number of different capabilities of the accelerator. As is
explained above, providing this information minimises the
knowledge the input/output interfaces and the one or more
processors (virtual machines), e.g. via the hypervisor, need
to have of the accelerator, such that they do not need to
submit individual requests for information to the accelerator,
which will introduce latencies into the system. Not all the
selected pieces of information may be required by each
input/output interface or virtual machine, particularly each
different type of input/output interface, however by provid-
ing this information upfront during initialisation in the
shared storage area makes sure that this information is
available in one place in case a request is subsequently
made.

In an embodiment, the one or more selected pieces of
information comprise one or more of: the size of the
accelerator’s local memory; the initialisation sequence sta-
tus; the status of the input/output interfaces, e.g. the tasks or
commands that are pending or running, as it is reasonably
common when the state of an interface or virtual machine is
loaded, saved or restored that this information will be
needed, as well as for scheduling purposes for tasks. In
addition, in an embodiment, the one or more selected pieces
of information also or instead comprises one or more of: the
version number of the accelerator; the firmware and/or
hardware version of the accelerator; the size of memory
available to each input/output interface; the number of
possible input/output interfaces (which may depend on the
size of the memory available to each input/output interface);
and the accelerator ID register. Furthermore, the system may
comprise one or more flags reserved to indicate future
capabilities of the system.
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As has been outlined above, the common initialisation
process may be used to initialise a number of different
input/output interfaces in the system, e.g. a hypervisor
interface, a power management interface and a virtual
machine interface. The one or more selected pieces of
information written to the shared storage may differ depend-
ing on the type of input/output interface being initialised.
The specific cases of the hypervisor interface initialisation
and the virtual machine interface initialisation will now be
discussed.

In an embodiment, if the input/output interface being
initialised is the hypervisor interface, the selected pieces of
“capability” information that are written by the accelerator
comprise one or more of (and in an embodiment all of): the
number of input/output interfaces that the system can sup-
port, the size of the shared storage area available to the
input/output interfaces, and the ratio of these two pieces of
information, i.e. the ratio of the number of input/output
interfaces to the size of the storage area available to them.
In an embodiment, when initialising the hypervisor inter-
face, the number of input/output virtual machine interfaces
to support is selected, and thus this may affect the size of the
storage area available to them, e.g. when the size of the
storage area is fixed.

The selected pieces of information may also comprise the
version of the interface initialisation information structure
that the accelerator supports, as this allows future extensions
of the system, and/or the firmware and/or hardware version
numbers for the accelerator. In an embodiment, these
selected pieces of information are written out to the storage
area by the accelerator in the first step of the initialisation
process, e.g. after the first signal is sent from the processor
to the accelerator and before the second signal is sent from
the accelerator to the processor.

In the case of hypervisor interface initialisation, in an
embodiment the initialisation parameters that are written by
the processor in response to the second signal from the
accelerator (e.g.) comprise the number of other interfaces,
e.g. power management and/or virtual machine interfaces (in
addition to the hypervisor interface), to be initialised. This
may also indirectly determine the memory size available for
each of the virtual machine interfaces. The parameter infor-
mation may also comprise the version of the hypervisor
interface protocol to initialise. This facilitates future exten-
sions of the initialisation information and/or of the commu-
nication mechanism used in the system after initialisation. In
an embodiment these pieces of initialisation information are
written out to the storage area by the processor during the
initialisation of the hypervisor interface, e.g. following the
second signal being sent from the accelerator to the proces-
sor.

In the case of hypervisor interface initialisation in an
embodiment, the accelerator writes further selected pieces of
information to the shared storage area once it has configured
the hypervisor input/output interface. In an embodiment this
information comprises the size of the memory required to
store the state of a virtual machine interface and/or of the
virtual machine interfaces (should it be required to save the
state of one of the input/output virtual machine interfaces to
memory). Having the accelerator provide this information
helps to decouple the internal function of the accelerator
from the hypervisor. This information may also comprise the
offset and size of the hypervisor interface structure. This
allows greater flexibility in allocating an area of memory
available for use by the hypervisor interface. In an embodi-
ment these pieces of selected pieces of information are
written out to the storage area after the hypervisor interface
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has been configured, e.g. before the accelerator sends a
fourth signal to the processor to indicate the success (or
failure) of the initialisation. Alternatively these selected
pieces of information could be written out to the storage area
as part of the initialisation parameters, e.g. when the size of
the memory required to store the state of a virtual machine
interface does not depend on the number of virtual machine
interfaces or other parameters for the initialisation of the
hypervisor interface.

If the input/output interface being initialised is a virtual
machine interface, in an embodiment the selected pieces of
“capability” information written out by the accelerator com-
prise: the size of the memory allocated to the virtual machine
interface and/or the overall size of the memory allocated to
all of the virtual machine interfaces. In an embodiment the
selected pieces of information also comprise the version of
the interface initialisation information structure that the
accelerator supports and/or the firmware and/or hardware
version numbers for the accelerator. In an embodiment these
selected pieces of information are written out to the shared
storage by the accelerator in the first step of the initialisation
process, e.g. after the first signal is sent from the processor
to the accelerator and before the second signal is sent from
the accelerator to the processor.

In the case of virtual machine interface initialisation, in an
embodiment the initialisation parameters that are written by
the processor in response to the second signal from the
accelerator (e.g.) comprise the version of the virtual machine
interface protocol to initialise for the virtual machine inter-
face. This facilitates future extensions of the initialisation
information and/or of the communication mechanism used
in the system after initialisation. In an embodiment these
pieces of initialisation information are written out to the
storage area by the processor during the initialisation of the
virtual machine interface, e.g. following the second signal
being sent by the accelerator to the processor.

In an embodiment, for the initialisation of a virtual
machine interface, no further of selected pieces of informa-
tion are written out to the storage area at a later stage of the
initialisation process, e.g. after the virtual machine interface
has been configured.

The technology described herein can be implemented in
any suitable system, such as a suitably configured micro-
processor based system. In an embodiment, the technology
described herein is implemented in a computer and/or
micro-processor based system.

The data processing system may also comprise, and in an
embodiment does also comprise, and/or is in communication
with, one or more memories and/or memory devices that
store the data described herein, and/or that store software for
performing the processes described herein. The data pro-
cessing system may also be in communication with a host
microprocessor, and/or with a display for displaying images
based on the data described above, and/or with a graphics
processor for processing the data described above.

The various functions of the technology described herein
can be carried out in any desired and suitable manner. For
example, the functions of the technology described herein
can be implemented in hardware or software, as desired.
Thus, for example, unless otherwise indicated, the various
functional elements and “means” of the technology
described herein may comprise a suitable processor or
processors, controller or controllers, functional units, cir-
cuitry, processing logic, microprocessor arrangements, etc.,
that are operable to perform the various functions, etc., such
as appropriately dedicated hardware elements and/or pro-
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grammable hardware elements that can be programmed to
operate in the desired manner.

It should also be noted here that, as will be appreciated by
those skilled in the art, the various functions, etc., of the
technology described herein may be duplicated and/or car-
ried out in parallel on a given processor. Equally, the various
processing stages may share processing circuitry, etc., if
desired.

It will also be appreciated by those skilled in the art that
all of the described embodiments of the technology
described herein can, and in an embodiment do, include, as
appropriate, any one or more or all of the features described
herein.

The methods of the technology described herein may be
implemented at least partially using software e.g. computer
programs. It will thus be seen that when viewed from further
embodiments the technology described herein comprises
computer software specifically adapted to carry out the
methods herein described when installed on a data proces-
sor, a computer program element comprising computer
software code portions for performing the methods herein
described when the program element is run on a data
processor, and a computer program comprising code adapted
to perform all the steps of a method or of the methods herein
described when the program is run on a data processing
system. The data processor may be a microprocessor system,
a programmable FPGA (field programmable gate array), etc.

The technology described herein also extends to a com-
puter software carrier comprising such software which when
used to operate a data processing system, processor, or
microprocessor system comprising a data processor causes
in conjunction with said data processor said processor, or
system to carry out the steps of the methods of the technol-
ogy described herein. Such a computer software carrier
could be a physical storage medium such as a ROM chip,
CD ROM, RAM, flash memory, or disk.

It will further be appreciated that not all steps of the
methods of the technology described herein need be carried
out by computer software and thus from a further broad
embodiment the technology described herein comprises
computer software and such software installed on a com-
puter software carrier for carrying out at least one of the
steps of the methods set out herein.

The technology described herein may suitably be embod-
ied as a computer program product for use with a computer
system. Such an implementation may comprise a series of
computer readable instructions fixed on a tangible, non-
transitory medium, such as a computer readable medium, for
example, diskette, CD-ROM, ROM, RAM, flash memory, or
hard disk. It could also comprise a series of computer
readable instructions transmittable to a computer system, via
a modem or other interface device, over either a tangible
medium, including but not limited to optical or analogue
communications lines, or intangibly using wireless tech-
niques, including but not limited to microwave, infrared or
other transmission techniques. The series of computer read-
able instructions embodies all or part of the functionality
previously described herein.

Those skilled in the art will appreciate that such computer
readable instructions can be written in a number of pro-
gramming languages for use with many computer architec-
tures or operating systems. Further, such instructions may be
stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or
optical, or transmitted using any communications technol-
ogy, present or future, including but not limited to optical,
infrared, or microwave. It is contemplated that such a
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computer program product may be distributed as a remov-
able medium with accompanying printed or electronic docu-
mentation, for example, shrink-wrapped software, pre-
loaded with a computer system, for example, on a system
ROM or fixed disk, or distributed from a server or electronic
bulletin board over a network, for example, the Internet or
World Wide Web.

FIG. 1 shows schematically a data processing system 1 in
which an accelerator (GPU) 12 that comprises an execution
unit 2, a scheduler 9 and a hypervisor interface (HVIF) 18
acts as a common shared resource for plural applications
(app) 3 executing on respective virtual machines (VM) 4, 5.
(As shown in FIG. 1, and as will be appreciated by those
skilled in the art, each virtual machine 4, 5 is hosted on a
host processor (CPU) 13 and comprises a respective oper-
ating system (OS) 6, 7 that is executing on the host processor
13 to provide the “virtual machine”, and there are respective
applications 3 operating within each operating system 6, 7
(virtual machine 4, 5) that will then use the execution unit
2 as a resource.)

In order to allow the applications to use the execution unit
2 to perform tasks, the execution unit 2 has an associated
input/output interface module (VMIF module) 11 compris-
ing one or more associated sets of registers 8 and a storage
area 14 (partitioned into regions which are associated with
the one or more virtual machines 4, 5) which together
function as virtual machine input/output interfaces for sub-
mitting tasks to the execution unit 2 (and thus to the
accelerator 12) and that the respective operating system 6, 7
can store information needed by the execution unit 2 in when
the execution unit 2 (the accelerator 12) is to perform a task
for a given application. FIG. 1 shows a system with four sets
of registers 8, although other arrangements would, of course,
be possible. As shown in FIG. 1, when an application wishes
to use the execution unit 2 to perform a task, it will access
a set of the registers 8 of the execution unit 2 via its
respective operating system 6, 7.

FIG. 1 also shows a scheduler 9 that acts to arbitrate
between and schedule tasks in the registers 8. As shown in
FIG. 1, the system will also include a hypervisor 10,
executed on the CPU 13, that interfaces between the respec-
tive virtual machines 4, 5 (operating systems 6, 7) and the
virtual machine input/output interfaces of the accelerator
(execution unit 2) 12, and a hypervisor interface 18 on the
accelerator 12 which, inter alia, allocates virtual machines 4,
5 wishing to access the accelerator’s resources to the virtual
machine input/output interfaces. The overall hypervisor
interface 18 again comprises one or more registers for
signalling and a circular memory buffer 14 for the exchange
of data.

The host processor 13, the virtual machines 4, 5 and the
accelerator 12 are also connected to the storage area 14. The
accelerator 12 and the host processor 13 are arranged to
exchange signals via registers 8, and the accelerator 12 is
arranged to write out information representative of its capa-
bilities to the storage area 14 where it can be read by the host
processor 13 and the virtual machines 4, 5, as will be
explained in more detail below. The host processor 13 is also
arranged to write out initialisation parameters to the storage
area 14 where they can be read by the accelerator 12.

FIG. 2 shows a flow chart for overall operation of the data
processing system 1. Operation of the data processing sys-
tem 1 will now be described with reference to the compo-
nents shown in FIG. 1 and the steps shown in FIG. 2.

At some point following starting operating of the data
processing system 1, e.g. when it is powered on, the hyper-
visor 10 boots up (step 20, FIG. 2) and the accelerator’s
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firmware is downloaded by the hypervisor 10 from a file in
the file system used by the hypervisor (step 22, FIG. 2). The
hypervisor 10 verifies the integrity of the firmware, copies it
into the accelerator’s local memory and starts the accelerator
12. The details of these steps are known to the skilled person
and their specifics are not of particular relevance to the
technology described herein.

Next, the hypervisor interface (HVIF) 18 is initialised
(step 24, FIG. 2) as will be described in more detail below.
The hypervisor interface 18 is initialised whenever the data
processing system 1 is powered on, however this is not
necessary for the subsequent initialisation of the virtual
machine input/output output interfaces because they do not
need to have any knowledge of the power state of the data
processing system 1.

Once the hypervisor interface 18 has been initialised, the
hypervisor 10 can initialise a particular virtual machine 4, 5,
(VM x), e.g. that wishes to submit a task to the execution
unit 2 on the accelerator 12 (step 26, FIG. 2). The hypervisor
10 then assigns a particular virtual machine input/output
interface (VMIF q) to the VM x (step 28, FIG. 2), the VM
x is started (step 30) and the host processor 13 for the VM
x initialises the VMIF q (step 32, FIG. 2), as will also be
described in more detail below. Following this initialisation,
the VM x is able to use the VMIF q to communicate with the
accelerator 12 (step 34, FIG. 2) and thus submit tasks to the
execution unit 2.

The initialisation of the hypervisor interface 18 will now
be described in more detail with reference to the flow chart
of FIG. 3, the signalling diagram of FIG. 4 and the compo-
nents of FIG. 1. First, the host processor 13 (to the virtual
machines 4, 5) requests initialisation of the hypervisor
interface (HVIF) 18 by setting bit “0” of a register in the
HVIF 18, i.e. from O to 1, to send a signal from the host
processor 13 to the accelerator 12 (step 40, FIGS. 3 and 4).
On receiving the bit “0” signal, the accelerator 12 resets the
hypervisor interface 18 to an initial safe state, if necessary
first cancelling any ongoing tasks related to the hypervisor
interface 18, e.g. aborting any previous operation related to
the hypervisor interface 18 being initialised (step 42, FIGS.
3 and 4).

Next, the accelerator 12 writes out information represen-
tative of its capabilities to the storage area 14 associated with
the hypervisor interface 18, e.g. the accelerator version, the
different hypervisor interface protocols supported, how
many virtual machine input/output interfaces are supported,
etc., and clears register bit “0” (step 44, FIGS. 3 and 4).
Once steps 42 and 44 have been completed successfully, i.e.
all ongoing tasks aborted and the accelerator’s capabilities
written out, the accelerator 12 responds to the host processor
13 that the hypervisor interface 18 has transitioned into an
initial safe state and that the information representative of
the accelerator’s capabilities is valid, by setting bit “1” of the
HVIF register, thereby sending a signal from the accelerator
12 to the host processor 13 (step 46, FIGS. 3 and 4).

In response to the register bit “1” signal from the accel-
erator 12, the host processor 13 reads the information
representative of the accelerator’s capabilities from the
storage area 14 and writes any required initialisation param-
eters, e.g. the requested hypervisor interface protocol to use,
to the storage area 14, and clears register bit “1” (step 48,
FIGS. 3 and 4). The host processor 13 then requests that the
accelerator 12 configures the hypervisor interface 18 by
setting bit “2” in the HVIF register to send a signal to the
host processor 13 from the accelerator 12 (step 50, FIGS. 3
and 4).
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On receiving the register bit “2” signal from the host
processor 13, the accelerator 12 attempts to configure the
hypervisor interface 18, and clears register bit “2” (step 52,
FIGS. 3 and 4). Step 52 includes configuring a region of the
storage area 14 as a circular memory buffer for use by the
hypervisor 10 to store information for controlling accelera-
tor. When this attempt is successful, the accelerator 12 sets
bit “3” of the HVIF register to send a signal to the host
processor 13 (step 54, FIGS. 3 and 4). At this stage the
accelerator 12 may also write out further information rep-
resentative of its capabilities to the storage area 14, e.g. the
amount of memory required to save the state of each virtual
machine input/output interface.

If the attempt to configure the hypervisor interface 18
fails, the initialisation process reverts back to step 44, i.e. the
accelerator 12 writes out information representative of its
capabilities to the storage area 14, with all the following
steps happening subsequently until the initialisation has
completed successfully.

Once the hypervisor interface 18 has been initialised, the
virtual machine input/output interfaces can be initialised to
allow the virtual machines 4, 5 to submit tasks to the
accelerator 12 for execution. The initialisation of a virtual
machine input/output interface is very similar to the initiali-
sation of the hypervisor interface 18, and will now be
described in more detail with reference to the flow chart of
FIG. 5, the signalling diagram of FIG. 4 and the components
of FIG. 1.

First, the hypervisor 10 allocates one of the virtual
machine input/output interfaces to a virtual machine 4, 5 that
wishes to submit tasks to the accelerator 12 (step 58). Then
the host processor 13 (to the virtual machines 4, 5) requests
initialisation of a virtual machine input/output interface by
setting bit “0” of the register 8 of the virtual machine
interface in question, i.e. from 0 to 1, to send a signal from
host processor 13 to the accelerator 12 (step 60, FIGS. 4 and
5). On receiving the bit “0” signal, the accelerator 12 resets
the virtual machine input/output interface to an initial safe
state, if necessary first cancelling any ongoing tasks related
to the virtual machine input/output interface, e.g. aborting
any previous operation related to that particular virtual
machine input/output interface being initialised (step 62,
FIGS. 4 and 5).

Next, the accelerator 12 writes out information represen-
tative of its capabilities to the region of the storage area 14
for the virtual machine input/output interface in question,
e.g. the accelerator version, the different virtual machine
input/output interface protocols supported, how many vir-
tual machine input/output interfaces are supported, etc., and
clears register bit “0” (step 64, FIGS. 4 and 5). Once steps
62 and 64 have been completed successfully, i.e. all ongoing
tasks aborted and the accelerator’s capabilities written out,
the accelerator 12 responds to the host processor 13 that the
virtual machine input/output interface 11 has transitioned
into an initial safe state and that the information represen-
tative of the accelerator’s capabilities is valid, by setting bit
“1” of the appropriate register 8, thereby sending a signal
from the accelerator 12 to the host processor 13 (step 66,
FIGS. 4 and 5).

In response to the register bit “1” signal from the accel-
erator 12, the host processor 13 reads the information
representative of the accelerator’s capabilities from the
appropriate region of the storage areca 14 and writes any
required initialisation parameters, e.g. the requested virtual
machine input/output interface protocol to use, to the storage
area 14, and clears register bit “1” (step 68, FIGS. 4 and 5).
The host processor 13 then requests that the accelerator 12
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configures the virtual machine input/output interface by
setting bit “2” in the appropriate register 8 to send a signal
from the host processor 13 to the accelerator 12 (step 70,
FIGS. 4 and 5).

On receiving the register bit “2” signal from the host
processor 13, the accelerator 12 attempts to configure the
virtual machine input/output interface, and clears register bit
“2” (step 72, FIGS. 4 and 5), i.e. by configuring the register
8 and a region of the storage area 14 as a circular memory
buffer which will function as the virtual machine input/
output interface for submission of tasks to the accelerator 12.
When this attempt is successful, the accelerator 12 sets bit
“3” of the appropriate register 8 to send a signal to the host
processor 13 (step 74, FIGS. 4 and 5). At this stage the
accelerator 12 may also write out further information rep-
resentative of its capabilities to the storage area 14, e.g. the
amount of memory required to save the state of each virtual
machine input/output interface.

If the attempt at configuring the virtual machine input/
output interface fails, the initialisation process reverts back
to step 64, i.e. the accelerator 12 writes out information
representative of its capabilities to the appropriate circular
memory buffer 14, with all the following steps happening
subsequently until the initialisation has completed success-
fully.

The initialisation of one or the virtual machine input/
output interfaces takes place whenever a virtual machine 4,
5, that does not already have an allocated virtual machine
input/output interface, wishes to submit a set of tasks to the
accelerator 12. If there is a free virtual machine input/output
interface then that can simply be allocated to the virtual
machine. If there are no free virtual machine input/output
interfaces then the hypervisor 10 may choose to end a
running task on the accelerator 12 in order to connect
another virtual machine 4, 5, e.g. with a pending task of
higher priority, to the accelerator 12. Following initialisation
of the virtual machine input/output interfaces, the virtual
machines 4, 5 have access to the resources of the accelerator
12 and can thus submit tasks to be run on the execution unit
2 of the accelerator 12.

As discussed above, with the technology described herein,
following initialisation of the hypervisor interface 18 and
also the subsequent initialisation of the virtual machine
input/output interfaces, generic communication may be
enabled because the accelerator 12 has provided information
representative of its capabilities to the memory 14, which is
accessible by the virtual machines 4, 5. Therefore a number
of generic commands for initialising and subsequently con-
trolling the virtual machine input/output interfaces can be
used by the hypervisor. In an embodiment, a sample set of
generic commands is as follows:

INIT: initialise and reset a virtual machine input/output

interface;

DISABLE: disable a virtual machine input/output inter-
face and stop any task running via the interface;

ENABLE: enable a virtual machine input/output inter-
face;

SAVE: save the state of a virtual machine input/output
interface to memory. The hypervisor provides the loca-
tion of the memory area to the accelerator to allow it to
save the virtual machine input/output interface, with
the size of the memory having already been provided
by the accelerator to the memory during initialisation of
the hypervisor interface; and

LOAD: load a saved virtual machine input/output inter-
face from the memory.
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Furthermore, numerous variants of these commands are
possible, e.g. a combined DISABLE and SAVE command.

During operation of the accelerator 12, the accelerator 12
may stall, e.g. owing to a task that is being executed never
finishing or an error occurring. This may result in a deadlock
of the accelerator 12, such that it is unable to process any
further tasks without being reset. At the time the accelerator
12 stalls or deadlocks, one or more virtual machines 4, 5
may be connected, via their respective virtual machine
input/output interfaces, to the accelerator 12 and running
tasks on the accelerator’s execution unit 2.

In this situation, the accelerator 12 will need to be reset in
order that it can resume operation. However, such a reset
will disconnect it from the virtual machines 4, 5 and may
jeopardise the successful execution of any tasks that were
being executed by the execution unit 2 when the accelerator
12 stalled. In order that the accelerator 12 is reset in manner
which helps the virtual machines 4, 5 to reconnect to the
accelerator 12 and finish executing their partially completed
tasks, in an embodiment the following operation is per-
formed.

When the accelerator 12 stalls or deadlocks, the hyper-
visor 10 detects this, via its interface 18 with the accelerator
12. The hypervisor 10 then un-maps all the virtual machine
input/output interfaces that are connected to the accelerator
12, as well as any power management interfaces. The
accelerator 12 is then reset by the hypervisor 10 using the
operation outlined above for the initial start-up of the
accelerator 12, i.e. the accelerator’s firmware is uploaded.

Upon reset of the accelerator 12, e.g. after the boot-up of
the accelerator’s firmware, the accelerator 12 sets a bit in the
respective registers 8 of the virtual machine input/output
interfaces in question, i.e. those which were previously
connected to the accelerator 12. In a similar manner to that
described above for signalling between the accelerator and
the host processor, the setting of this bit sends a signal from
the accelerator 12 to the respective drivers of these virtual
machines 4, 5 indicating that their respective registers 8 are
to be read. By reading the bit that has been set in their
respective registers 8, the previously connected virtual
machines 4, 5 are thus informed that their respective input/
output interfaces need to be re-initialised.

The drivers of the virtual machines 4, 5 in question then
re-initialise their respective input/output interfaces and the
hypervisor 10 restores the connection of the virtual machine
input/output interfaces to the accelerator 12. This allows the
reconnected virtual machines 4, 5 to re-submit their partially
completed tasks to the execution unit 2 for their execution to
be completed.

For other interfaces connected to the accelerator 12 when
it stalls or deadlocks, and has to be reset, e.g. the power
management interface(s), a similar register bit is, in an
embodiment, set by the accelerator 12 (e.g. following an
interface initialisation command from the hypervisor 10 for
that interface) in the respective registers of these interfaces
to signal that the interfaces need to be re-initialised and their
connection to the accelerator 12 restored.

It can be seen from the above that in some embodiments
of the data processing system 1, the accelerator 12 and the
host processor 13 which, when an input/output interface for
the accelerator is to be initialised, exchange initialisation
signals to start the initialisation process, and subsequently
confirm that the various steps of the initialisation process
have completed successfully by exchanging further signals,
finishing with the input/output interface having been con-
figured successfully.
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The accelerator 12 writes out information regarding its
capabilities to a shared storage area 14 so that it is readily
available to the host processor 13 and the virtual machines
4, 5 when they require this information. This simple initiali-
sation process allows it to be used for multiple different
types of interfaces, with only the specific details, i.e. the
types of signals and/or the particular pieces of information,
being tailored to the different interfaces being initialised, as
will be discussed in more detail below. Providing this
information allows the subsequent communication between
the virtual machines 4, 5 and the accelerator 12, via the
input/output interfaces to be generic in nature. This is
because the host processor 13 which is requesting initiali-
sation of the input/output interfaces does not need to make
subsequent requests for accelerator’s capability information,
as this is been provided upfront in the storage area during the
initialisation process.

Furthermore, the accelerator 12 knows that during the
initialisation process it needs to respond to the first signal
from the host processor 13 by writing out its capability
information to the storage area and send a second signal to
the host processor 13. This particular sequence of events is
the same for a number of different input/output interfaces,
e.g. the hypervisor interface 18, the virtual machine inter-
faces and the power management interface. Thus a simple,
common and robust protocol comprising the exchange of
defined signals and the provision of information gives a
common initialisation process which can be used indepen-
dently across different interfaces, systems and accelerators,
e.g. a hypervisor interface, a power management interface
and virtual machine interfaces.

The foregoing detailed description has been presented for
the purposes of illustration and description. It is not intended
to be exhaustive or to limit the technology to the precise
form disclosed. Many modifications and variations are pos-
sible in the light of the above teaching. The described
embodiments were chosen in order to best explain the
principles of the technology and its practical application, to
thereby enable others skilled in the art to best utilise the
technology in various embodiments and with various modi-
fications as are suited to the particular use contemplated. It
is intended that the scope be defined by the claims appended
hereto.

What is claimed is:

1. A method of initialising an a hypervisor interface for
the control of an accelerator that acts as a shared resource in
a data processing system, wherein the data processing sys-
tem comprises:

one or more processors that each execute one or more

operating systems, each operating system including one
or more applications;

an accelerator that provides a shared resource for a

plurality of the applications;

a storage area accessible by at least the one or more

processors and the accelerator;

one or more input/output interfaces for the control of the

accelerator, wherein the one or more input/output inter-
faces comprise one or more hypervisor interfaces; and

a hypervisor that manages the allocation of input/output

interfaces to the one or more processors;

the method comprising, to initialise one of the a hyper-

visor interfaces:

one of the one or more processors sending a first signal to

the accelerator;

the accelerator, in response to receiving the first signal,

writing one or more selected pieces of information
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representative of one or more capabilities of the accel-
erator to the storage area, and sending a second signal
to the processor;

the processor, in response to receiving the second signal,

reading the one or more selected pieces of information
from the storage area;

the processor sending a third signal to the accelerator; and

the accelerator configuring the a hypervisor interface in

response to the third signal from the processor.

2. A method as claimed in claim 1, further comprising the
step of the processor writing a set of initialisation parameters
to the storage area in response to receiving the second signal
from the accelerator, wherein the step of the accelerator
configuring the a hypervisor interface is based on the
initialisation parameters.

3. A method as claimed in claim 1, further comprising the
step of the accelerator sending a fourth signal to the pro-
cessor indicating the success of the configuration of the a
hypervisor interface being initialised or the step of reverting
back to the accelerator writing out one or more selected
pieces of information representative of one or more capa-
bilities of the accelerator to the storage area, and sending a
second signal to the processor.

4. A method as claimed in claim 1, further comprising the
step of the accelerator placing the a hypervisor interface to
be initialised into an initial safe state in response to receiving
the first signal.

5. A method as claimed in claim 1, wherein the second
signal is sent to confirm that the one or more selected pieces
of information are valid and that the a hypervisor interface
to be initialised has transitioned into an initial safe state.

6. A method as claimed in claim 1,

further comprising:

the accelerator writing as the selected pieces of capability

information one or more of: the size of the memory
required to store an input/output interface context, the
number of input/output interfaces that the system can
support, the size of the storage area available to the
input/output interfaces, and the ratio of the number of
input/output interfaces to the size of the storage area
available to them; and

the processor writing a set of initialisation parameters to

the storage area in response to receiving the second
signal from the accelerator, which initialisation param-
eters comprise one or more of the number of other
interfaces in addition to the hypervisor interface to be
initialised and the version of the hypervisor interface
protocol to initialise.

7. A method as claimed in claim 1, wherein the first and
second signals are unique to the initialisation process and/or
comprise a priority flag.

8. A data processing system comprising:

one or more processors that each execute one or more

operating systems, each operating system including one
or more applications;

an accelerator that provides a shared resource for a

plurality of the applications;

a storage area accessible by at least the one or more

processors and the accelerator;

one or more input/output interfaces for the control of the

accelerator, wherein the one or more input/output inter-
faces comprise one or more hypervisor interfaces; and

a hypervisor that manages the allocation of input/output

interfaces to the one or more processors;

wherein, at least one of the one or more processors is

capable of, to initialise one of the a hypervisor inter-
faces, sending a first signal to the accelerator;
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the accelerator is capable of, in response to receiving the
first signal, writing one or more selected pieces of
information representative of one or more capabilities
of the accelerator to the storage area, and sending a
second signal to the processor;

the processor is capable of, in response to the second

signal, reading the one or more selected pieces of
information from the storage area, and sending a third
signal to the accelerator; and

the accelerator is capable of, in response to the third signal

from the processor, configuring the a hypervisor inter-
face.

9. A system as claimed in claim 8, wherein the host
processor is further capable of writing a set of initialisation
parameters to the storage area in response to receiving the
second signal from the accelerator, and the accelerator is
capable of configuring the a hypervisor interface based on
the initialisation parameters.

10. A system as claimed in claim 8, wherein the accel-
erator is further capable of sending a fourth signal to the
processor indicating the success of the configuration of the
a hypervisor interface being initialised or reverting back to
writing out one or more selected pieces of information
representative of one or more capabilities of the accelerator
to the storage area, and sending a second signal to the
processor.

11. A system as claimed in claim 8, wherein the accel-
erator is further capable of placing the a hypervisor interface
to be initialised into an initial safe state in response to
receiving the first signal.

12. A system as claimed in claim 8, wherein the second
signal is sent to confirm that the one or more selected pieces
of information are valid and that the a hypervisor interface
to be initialised has transitioned into an initial safe state.

13. A system as claimed in claim 8, wherein:

the accelerator is capable of writing as the selected pieces

of capability information one or more of: the size of the
memory required to store an input/output interface
context, the number of input/output interfaces that the
system can support, the size of the storage area avail-
able to the input/output interfaces, and the ratio of the
number of input/output interfaces to the size of the
storage area available to them; and
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the processor is capable of writing a set of initialisation
parameters to the storage area in response to receiving
the second signal from the accelerator, which initiali-
sation parameters comprise the number of other inter-
faces in addition to the hypervisor interface to be
initialised, and the version of the hypervisor interface
protocol to initialise.

14. A system as claimed in claim 8, wherein the first and
second signals are unique to the initialisation process and/or
comprise a priority flag.

15. A non-transitory computer readable storage medium
storing computer software code which when executing on a
processor performs a method of initialising an input/output
interface for the control of an accelerator that acts as a
shared resource in a data processing system, wherein the
data processing system comprises:

one or more processors that each execute one or more

operating systems, each operating system including one
or more applications;

an accelerator that provides a shared resource for a

plurality of the applications;

a storage area accessible by at least the one or more

processors and the accelerator;

one or more input/output interfaces for the control of the

accelerator, wherein the one or more input/output inter-
faces comprise one or more hypervisor interfaces; and

a hypervisor that manages the allocation of input/output

interfaces to the one or more processors;

the method comprising, to initialise one of the a hyper-

visor interfaces:

one of the one or more processors sending a first signal to

the accelerator;

the accelerator, in response to receiving the first signal,

writing one or more selected pieces of information
representative of one or more capabilities of the accel-
erator to the storage area, and sending a second signal
to the processor;

the processor, in response to receiving the second signal,

reading the one or more selected pieces of information
from the storage area;

the processor sending a third signal to the accelerator; and

the accelerator configuring the a hypervisor interface in

response to the third signal from the processor.

#* #* #* #* #*
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